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Spectrum of Identifiability*

* Extract from “States of Data” CANON-States-of-Data-One-Pager.pdf (deidentify.ca)



Key Definitions: GDPR, Bill 64, Bill C-11
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GDPR BILL 64 BILL C-11
‘personal data’ means any information relating to an 

identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who 

can be identified, directly or indirectly, in particular 

by reference to an identifier such as a name, an 

identification number, location data, an online 

identifier or to one or more factors specific to the 

physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person; (Art 

4(1)). 

Personal Information

Personal information is any information which relates 

to a natural person and allows, directly or indirectly, 

that person to be identified. (s.2)

personal information

means information about an identifiable individual. (s. 

2)

‘Pseudonymisation’ means the processing of 

personal data in such a manner that the personal data 

can no longer be attributed to a specific data subject 

without the use of additional information, provided 

that such additional information is kept separately and 

is subject to technical and organizational measures to 

ensure that the personal data are not attributed to an 

identified or identifiable natural person (Art. 4(5))

De-identified Information

For the purposes of this Act, personal information is

(1) de-identified if it no longer allows the person 

concerned to be directly identified;

[…]

Every person carrying on an enterprise who uses de-

identified information must take reasonable measures 

to limit the risk of someone identifying a natural 

person using de-identified information. (s. 12)

de-identify

means to modify personal information — or create 

information from personal information — by using 

technical processes to ensure that the information does 

not identify an individual or could not be used in 

reasonably foreseeable circumstances, alone or in 

combination with other information, to identify an 

individual. (s. 2)

Anonymous Information 

[…] anonymous information, namely information 

which does not relate to an identified or identifiable 

natural person or to personal data rendered 

anonymous in such a manner that the data subject is 

not or no longer identifiable. This Regulation does not 

therefore concern the processing of such anonymous 

information, including for statistical or research 

purposes. (Recital 26)

Anonymous Information 

For the purposes of this Act, information concerning a 

natural person is anonymized if it is, at all times, 

reasonably foreseeable in the circumstances that it 

irreversibly no longer allows the person to be 

identified directly or indirectly. 

Information anonymized under this Act must be 

anonymized according to generally accepted best 

practices and according to criteria and terms 

determined by regulation. (s. 23)

There is no reference to “anonymous” 

information/data in Bill C-11.
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Relevant Bill 64 Provisions

GENERAL PROVISIONS BILL 64 

s. 12  Unless the person concerned gives his consent, personal information may not be used within the enterprise except for the purposes for which it was 

collected. Such consent must be given expressly when it concerns sensitive personal information.  

Personal information may, however, be used for another purpose without the consent of the person concerned, but only 

(1) if it is used for purposes consistent with the purposes for which it was collected; 

(2) if it is clearly used for the benefit of the person concerned; 

(2.1) if its use is necessary for the purpose of the enterprise’s standard administrative practices;  

(2.1) if its use is necessary for the purpose of preventing and detecting fraud or of assessing and improving protection and security measures; 

(2.2) if its use is necessary for the purpose of providing or delivering a product or providing a service requested by the person concerned; or 

(3) if its use is necessary for study or research purposes or for the production of statistics and if the information is de-identified. 

 

In order for a purpose to be consistent within the meaning of subparagraph 1 of the second paragraph, it must have a direct and relevant connection 

with the purposes for which the information was collected. However, commercial or philanthropic prospection may not be considered a consistent 

purpose. 

 

For the purposes of subparagraph 2.1 of the second paragraph, the enterprise’s standard administrative practices are 

(1) providing or delivering a product or providing a service requested by the person concerned; 

(2) preventing and detecting fraud;  

(3) assessing and improving protection and security measures; 

(4) planning. managing, assessing or controlling the enterprise’s resources or services 

(5) establishing. managing or terminating an employment relationship between the person concerned and the enterprise; and 

(6) any other standard administrative practice prescribed by regulation. 

 

For the purposes of this Act, personal information is 

(1) de-identified if it no longer allows the person concerned to be directly identified; 

(2) sensitive if, due to its nature, in particular its medical, biometric or otherwise intimate nature, or the context of its use or communication, it entails 

a high level of reasonable expectation of privacy. 

Every person carrying on an enterprise who uses de-identified information must take reasonable measures to limit the risk of someone identifying a 

natural person using de-identified information. 
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s. 23 Where the purposes for which personal information was collected or used are achieved, the person carrying on an enterprise must destroy the 

information, or anonymize it to use it for serious and legitimate purposes, subject to any preservation period provided for by an Act. 

For the purposes of this Act, information concerning a natural person is anonymized if it is, at all times, reasonably foreseeable in the circumstances 

that it irreversibly no longer allows the person to be identified directly or indirectly.  

Information anonymized under this Act must be anonymized according to generally accepted best practices and according to criteria and terms 

determined by regulation. 

s. 90 

(3.1.1) 

The Government, after obtaining the advice of the Commission, may make regulations to  

 (3.1.1) for the purposes of section 23, determine the criteria and terms applicable to the anonymization of personal information 

s. 91(3) Anyone who 

(3) identifies or attempts to identify a natural person using de-identified information without the authorization of the person holding the information or 

using anonymized information, 

commits an offence and is liable to a fine of $5,000 to $100,000 in the case of a natural person and, in all other cases, of $15,000 to $25,000,000 or, if 

greater, the amount corresponding to 4% of worldwide turnover for the preceding fiscal year. 

 

Relevant Bill 64 Provisions (Cont’d)


